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Présentation

Ubiquitous computing and ambient intelligence entail embedding data in
increasingly light and specialized devices (chips, sensors and electronic
appliances for smart buildings, telephony, transportation, health, etc.). These
devices exhibit severe hardware constraints to match size, security, power
consumption and also production costs requirements. At the same time, they
can highly benefit from embedded database functionalities to store the data,
analyze it, query it and protect it. This raises a first question “Q1: How to make
powerful data management techniques compatible with highly constrained
hardware platforms?”. SMIS tackles this question by designing and validating
new storage and indexing models, query execution and optimization techniques,
and transaction protocols. This research goes beyond embedded databases and
may have potential applications for database servers runing on advanced
hardware.

By making information more accessible and by multiplying - often transparently
- the means of acquiring it, ubiquitous computing and ambient intelligence
involve new threats for data privacy. The second question addressed by the
project-team is then “Q2: How to make smart objects less intrusive?”. New
access and usage control models have to be devised to help individuals to keep
a better control on the acquision and sharing conditions of their data.
Apropriate mechanisms to enforce this control and make it accountable with
strong security guarantees are also required.

In parallel, thanks to a high degree of decentralization and to the emergence of
low cost tamper-resistant hardware, ubiquitous computing contain the seeds for
new ways of managing personal/sensitive data. The third question driving the
research of the project-team is therefore “Q3: How to build privacy-by-design
architectures based on trusted smart objects?”. The objective is to capitalize on
embedded data management techniques, privacy-preserving mechanisms,
trusted devices and cryptographic protocols to define an integrated framework
dedicated to the secure management of sensitive/personal data. The
expectation is showing that credible alternatives to a systematic centralization
of sensitive/personal data on servers can be devised and validating the
approach through real case experiments.

Axes de recherche

e Embedded Data Management

e Access and Usage Control Models

e Tamper-resistant Data Management

e Privacy-by-Design Data Management Architectures

Contact

Responsable : Philippe
Pucheral

Tél : 01.39.25.40.54
Secrétariat Tél :
01.39.63.53.74

En savoir plus

Site de I'équipe

Site sur inria.fr

Site du responsable

Derniers Rapports d'Activité :
2016

Documents sur la structure

Intranet
Privés

Décisions

4334 (19/10/2004) : création
5156 (10/10/2006) :
prolongation

5738 (30/08/2007) :
modification

7029 (16/12/2009) :
prolongation

8929 (14/01/2013) :
prolongation

11416 (25/01/2016) :
changement de rattachement

11990 (19/12/2016) : fermeture

Localisation

Adresse postale : Centre de
recherche Inria de Saclay
Campus de I'Ecole
Polytechnique - Batiment Alan
Turing 1 rue Honoré d'Estienne

d'Orves 91120 Palaiseau France

Coordonnées GPS : 48.714,
2.206


file:///FichesEquipes/structurerecherche/show/SR0773NR
http://www-smis.inria.fr/
http://www.inria.fr/equipes/smis
http://www.prism.uvsq.fr/users/pucheral/
https://radar.inria.fr/report/2016/smis
https://partage.inria.fr/share/page/repository#filter=path%257C/Directions%20scientifiques/DGDS/BASTRI/Equipes/_ARCHIVES/SMIS%20(SR0100IR)/intranet
https://partage.inria.fr/share/page/repository#filter=path%257C/Directions%20scientifiques/DGDS/BASTRI/Equipes/_ARCHIVES/SMIS%20(SR0100IR)
http://gedei.inria.fr/silo/decisions/4334.pdf
http://gedei.inria.fr/silo/decisions/5156.pdf
http://gedei.inria.fr/silo/decisions/5738.pdf
http://gedei.inria.fr/silo/decisions/7029.pdf
https://gedei.inria.fr/silo/decisions/8929.pdf
http://gedei.inria.fr/silo/decisions/11416.pdf
http://gedei.inria.fr/silo/decisions/11990.pdf

Relations industrielles et internationales

Scientific collaborations with foreign teams : Univ. of Copenhagen, New
York Univ. Colorado State Univ., Univ. of Twente, Renmin Univ. of China
Industrial collaborations: Gemalto, Santeos, Conseil Général des
Yvelines

ANR projects: PlugDB, DEMOTIS, KISS

Industrial projects: DMSP
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